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AHHOTaIUA

Hacrosmuit nokymeHT sBiserca PykoBoactBoMm aaMuHHUCTparopa usnenus «lIporpammuo-
anmnapaTHbI KOMILUIEKC ayTeHTH(uUKanuu U xpanenus uHpopmarmu «Guardant ID» Bepcun 2»
(manee mo texcry — ITAK «Guardant ID» v. 2. JlaHHbIi JOKyMEHT pa3paboTaH C LEIbI0 YI0-
BIETBOPEHHS TpeOOBaHHil K TIPOEKTHPOBAHHIO CPENCTBAl, 0 uéM cBueTenbcTBYeT Tabmuma 1.

B cocraB ITAK «Guardant ID» v. 2 He BXOAUT MOIYJ/Ib aAMHUHUCTPUPOBaHUs (yNpaB-
JeHus). Bo3MOKHOCTH aJIMHMHHCTPHPOBAHUSA OIPAHMYUBAIOTCH (PYHKLMAMHU, peaii30BaH-
HbIMH B u3aeauu, B kotopom ITAK «Guardant ID» V. 2 npuMeHsieTcsi B KayecTBe 3JIeK-
TPOHHOI'0 HAECHTH(HUKATOPA U ONMUCHIBAIOTCH B IKCIUIYaTAMOHHOM JOKYMEHTALIMH Ha 3TO

uzaeaue (C3U or HCA, CA3 u np.).

Tabmuna 1 — CooTBeTcTBUE TpeOOBaHUH pa3sienaM JTOKyMEHTa

Paspnen noky-

Conepxanue TpedGoBaHusA
MEHTa

TpebGoBanus k pa3padorke PykoBoacTBa agMuHHCTPaTOpPa

Ha cpezctBO 10KHO OBITH pa3paboTaHO PYKOBOJCTBO aIMHHUCTPATOPA CPEACTBA C OMTUCAHUEM:

JEUCTBHM 110 IPUEMKE ITOCTABIEHHOIO CPEJICTBA; 3
JEHCTBUI 1O OE30TaCHON YCTaHOBKE M HACTPOMKE CPEACTBA; 4
NEeNCTBU Mo peanu3anuu GyHKIUN 6e30MacHOCTH cpebl GyHKIIMOHU- 5
pOBaHUS CpeACTBa.

! Tlpukas ®CTIK P® or 30.07.2018 N 131 «O6 yreeprknenuu TpeboBanuii Mo 6e30MacHOCTH MH(OPMAIIHH,
YCTaHABIIMBAIOUINX YPOBHHU JIOBEPHS K CPEIICTBAM TEXHHUYECKOM 3alUThl MH(POPMAIMN M CPEACTBAM OOeCHedeHUs
6e30macHOCTH HH(POPMAIIMOHHBIX TEXHOIOT HIi»
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ITepeuens cokpaleHui

PIN-kox — ananor napoiist

IMAK — [IPOTPAMMHO aIlAPATHBIA KOMILIEKC
oC — OTIepalMOHHAs CUCTEMa
CBT — CpPEACTBA BBIYMCIUTEIBHOM TEXHUKHU
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1. OCHOBHBIE XapaKTEPUCTUKHU

1.1. OOmwue cBegeHus

1.1.1. TTAK «Guardant ID» v. 2 sBisieTcs NpOrpaMMHO-ANIapaTHBIM KOMIUIEKCOM CO
BCTPOCHHBIMH CPEACTBAMU 3aIIUTHl HHPOPMAIIMKA U MOXKET IPUMEHSITHCS B 3HAUH-
MBIX 00BEKTaX KPUTHUECKOH HH(POPMALMOHHOM HHPPACTPpYKTypsl 1 KaTeropun?, B
rocy/lapcTBEHHBIX MH(POPMAIMOHHBIX cHCTeMax | Kioacca 3aliMIEHHOCTHS, B aB-
TOMAaTU3UPOBAHHBIX CUCTEMaX YIPABIIEHUS MPOU3BOJACTBEHHBIMU U TEXHOJIOIHYE-
CKMMHU TIpolleccamMu | Kimacca 3amUmEHHOCTH®, B MH(OPMAIMOHHBIX CHCTEMAX
MEPCOHAIBHBIX JAHHBIX IPU HEOOXOAMMOCTH obecriedeHust | ypoBHS 3allIHUILEHHO-

CTHU ICPCOHAJIBHBIX JlaHHI)IXS, B I/IH(i)OpMaIII/IOHHBIX cucremMax O6HI€FO IIO0JIb30BaHUA

6

II kmacca®, B aBTOMaTU3MPOBAHHBIX CUCTEMAX JIO Kjlacca 3allUIEeHHOCTH 2A BKITIO-

YUTENBHO JUISl pean3aliy CIeAYIOMINX Mep:

— MHOTO(AKTOpHAsT ayTeHTU(HUKAIUS MMOJIb30BATENICH U/MIN aJIMUHUCTPATOPOB B
nHpopmannonusix cucreMax (MA®.1, UAD.2, UAD.4, UAD.6, 3CB.1 u ux

yCUJIEHUS);

— yIpaBJeHHE JOCTYIIOM CyOBEKTOB jAocTyma K oObekTam moctyma (YIIJI.2,

YII.6).
1.1.2. TIAK «Guardant ID» v. 2 COCTOUT U3 CJIEIYIONIHNX KOMIIOHEHTOB:

— osnekTpoHHBI uaeHTH(uKatop «Guardant ID» v.2. B dopm-pakrope USB-

tokeHa mim USB-mukpotokeHa ¢ npeaycranosinenasiM CITO Guardant ID v.2;

— KOMIUICKT NOKYMCHTAIINU.

2 B cootBeTcTBUH €O cTaThell 7 DeaepanbHoro 3akoHa ot 26 urons 2017 r. Ne 187-®3 «O 6e30macHOCTH KpH-
THYecKol MH(OpMaNMOHHON HHBpacTpyKTyphl Poccuiickoit @enepanum» (Cobpanue 3akoHoAaTenbcTBa PoccHii-
ckoii deneparuu, 2017, Ne31, cr. 4736) u [IpaBunamu KaTeropupoBaHus 0ObEKTOB KPUTHYECKOH MH(OPMAIHOH-
Hol uH(ppacTpykTyphl Poccuiickoit @enepaimy, a Takke NepedHEM MOKa3aTelieil KpUTEPUeB 3HAYMMOCTH 00BHEKTOB
KpUTHUYECKO HH(POPMALMOHHOW HHPpacTpyKTypsl Poccuiickoit Denepalivy, yTBEp:KACHHBIMU MTOCTAHOBICHUEM
[IpasurensctBa Poccuiickoit @eneparmu ot 8 ¢eBpans 2018 . Ne 127 (Cobpanune 3akoHOAaTenbeTBa Poccuiickoit
Oeneparmn, 2018, Ne §, c1. 1204).

3 B coorsercTBun ¢ «TpeboBanuamMu o 3amure MHGOPMALUM, HE COCTABJIAMOIIEH rocylapcTBEHHYIO TaiiHY,
CoJIepIKalllelicsl B TOCY/IapCTBEHHBIX MH(OPMALMOHHBIX cucTeMax» (yrBepkaeHsl mpukazom OCTOK Poccum or
11.02.2013 1. Ne 17).

4 B coorerctBrM ¢ «TpeboBanus K 00€CTIEUEHNIO 3AIMTHI MHPOPMAIMK B aBTOMATH3UPOBAHHBIX CHCTEMAX
YIIpaBJICHUS IPOU3BOACTBEHHBIMHU M TEXHOIOTHYECKIMH TPOIIECCaMK Ha KPUTHIECKH BaKHBIX 00BEKTax, IIOTECHIIH-
QJIBHO ONACHBIX 00BEKTaxX, a Takke 00bEKTax, MPEACTABISIONINX MOBBIIICHHYIO ONACHOCTh IS JKU3HM U 3/I0POBbBS
TMOAEH U IUTS OKpyKaromiel pupoaHoi cpenb» (mpukaz @CTOK Poccnn Ne 31 ot 14.03.2014 1.).

5 B coorBerctBum ¢ «COCTABOM M COJIEPKAHMEM OPTAHM3AIMOHHBIX M TEXHHYECKHX MEp IO 00ECTIEUYEHUIO
0€30MMacHOCTH NEPCOHATBHBIX JaHHBIX NMPH MX 00paboTKe B MH(GOPMAIIMOHHBIX CHCTEMAax MEPCOHAIBHBIX TAHHBIX)
(yrBepxnens! [Ipukazom @CTIK Pocenn ot 18.02.2013 1. Ne 21).

® B coorBercTBum ¢ «TpeGoBanus o 3ammTe MHPOPMAIMH, COAEPKANIENHCS B MHPOPMALMOHHBIX CHCTEMAX
obmero nonb3oBanus» (yrepxaeHsl [Ipukazom @CTIK Poceun ot 31.08.2010 r. Ne 416/489).
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1.1.3. TexHuueckue XapaKTEPUCTUKU 3JICKTPOHHBIX HAeHTU(HKaTopoB «Guardant ID»

V.2 npuBenensl B Tabnuna 2.

Tabnuua 2. XapakTepuCTUKU anmapaTHOi miaTdopMbl

Dopm-paxkTop
XapakTepucruka
USB-Token USB-mukpotoken
WuTepdeiic USB 1.1+ USB 1.1+
OO6muit 06séM EEPROM 64 Koaiit 64 Koaiit
["abapuTHbIE pazMepsl 58MM x 16MM X 8MM 17,8mMm x 15,4mm x 5,8MM
Macca 6,3r 1,6r
Cepuiinblii HoMep (Ha kopiyce) | 32 6uTta, yHUKaJIbHBIN 32 6ura, yHUKaJIbHBIN

1.1.4. Dnextponnslii uneHtudukarop «Guardant ID» v.2. MoxeT OBITh TPEACTABICH
CJICAYIOIIMMHU MOJIEIISIMU:

— Guardant ID 2.0 aas2;

— Guardant ID 2.0 uaB2 MHKpO.

1.2. OcHOBHBIE HapaMeTpPhl U XapaKTEPUCTUKU U3JENHs .

1.2.1. TIAK «Guardant ID» v. 2 m0/DKEH pealu30BBIBATh CICAYIONUE (aKTOPHI
ayTeHTU(PUKAUK,  HEOOXOJWMbIe  JUII  BBITIOJIHEHHS ~ MHOTO(AKTOPHOU
ayTeHTU(UKAMU TI0JIb30BaTeNe W/UIU aJMUHUCTPATOPOB B HMH(POPMAIIMOHHBIX
cuctemax (meppl MA®.1 B yactTu uACHTHDUKANIMK TIO YHUKAILHOMY HOMEPY
ycrpoiictBa u ayreHtudukaimuun 1o mapoiio  (PIN-koxy), MA®.2 B uacTu
UJIEeHTU(DUKAIIUA YCTPOMCTB B HH(pOpManuoHHON cucteme, MAD.4 B wyactu
W3MEHEHUS ayTeHTH(PUKAIMOHHONW uHGopMauu (CPeACTB ayTeHTHU(DUKAIUN),
NA®.6 B yactu uueHTUPUKAIIUM U ayTCHTH(UKAIIUU BHEIIHUX TOJb30BaTEIICH,
3CB.1 B wactm wuacHTHGUKANMU W ayTCHTH(PUKAIMH CyOBEKTOB JOCTymna M

00BEKTOB JOCTYIA B BUPTYAJIbHON HHPPACTPYKTYPE U UX YCUIICHUS):

— TTIAK «Guardant ID» v. 2 obecneunBaeT XpaHEHHE ayTeHTH(PUKAIIHOHHOM

uH(pOpMAIIMK B TAMSITH JIEKTPOHHOTO uaeHTHuKaropa «Guardant IDy;

" OcHOBHBIE IIAPAMETPhI U XapAKTEPHCTHKU, KOTOPBIMU J0JkeH o6nagath ITAK «Guardant ID» v. 2, ykasaHsl
B cooTBeTcTBUU ¢ TpeboBaumsiMu npuka3zoB @CTOK Poccum Ne 31 ot 14 mapra 2014 r. «O6 yrBepxnenun Tpebdo-
BaHUH K 00ECIICUCHHIO 3aIIUTH MHOPMAIHK B aBTOMATH3NPOBAHHBIX CHCTEMaX yNPaBIICHUS TPOU3BOACTBEHHBIMH
1 TEXHOJIOTMYECKUMH TPOIECCAMH Ha KPUTHUYECKH BAXKHBIX 00BEKTaX, MOTEHIIMAIBHO OMACHBIX 00BEKTaX, a TaKKe
00beKTax, MPEICTABIAIONINX ITOBBIMICHHYIO OIACHOCTh JJISI KHM3HM M 30POBBS JIIOJCH M ISl OKPYKAromeH mpu-
poxHoit cpens, Ne 17 ot 11 despanst 2013 r. «O6 yrBepxaennn Tpeboanuii o 3ammre HHPOPMALH, HE COCTaB-
JISIOMIEH TOCYAapCTBEHHYIO TaifHYy, COAepIKalleiics B TOCYIapCTBEHHBIX HH()OPMAIMOHHEIX cucTeMax» u Ne 21 ot
18 deppans 2013 1. «O6 yrBep:kaernu CocraBa u cofep KaHUsT OPTaHN3AIMOHHBIX H TEXHHIECKUX Mep 1o odecre-
YEeHHI0 0E30MTaCHOCTH NEPCOHAIBHBIX JAHHBIX NMPHU MX 00pabOTKe B MH()OPMAIMOHHBIX CHCTEMAax IEPCOHATBHBIX
JaHHBIX, a TAKXKe MeToxuueckoro aokymenrta ot 11 ¢espans 2014 r. «Mepsl 3ammTsl nHGOpManuu B rocynap-
CTBEHHBIX MH(OPMAILIMOHHBIX CHCTEMAX)).
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1.2.2.

1.2.3.

— IMTAK «Guardant ID» v. 2 o0ecrneyrBaeT HpOTpaMMHBIA HHTephEic s
BBITIOJTHEHUS omepanui YTCHHUS, 3anmcu u yIAJICHUS Ha
ayTeHTU(UKAIMOHHBIMUA JaHHBIMH, XPAHSIIAMUCA B IMaMATH D3JIEKTPOHHOTO

unentudukaropa «Guardant 1D»8;

— ITAK «Guardant ID» v. 2 tpebyeT npeasssicaue PIN-koaa mosb3oBaresst mpu
JNOCTyIIe K ayTeHTU(DHUKAIMOHHON WH(POpPMAIUK, XpaHAIICHCS B IMaMATH

AJIEKTPOHHOTO HaeHTUHKaTopa «Guardant IDy;

— TTAK «Guardant ID» v. 2 mpoBepsieT COOTBETCTBUE 3HAYCHUS MPEIbIBICHHOTO
PIN-koma mosib30BaTessi YCTaHOBIEHHOMY 3TalloHHOMY 3HaueHuto PIN-koma

TIOJIb30BATCIIA,

— JOCTyll K ayTeHTU(UKAIMOHHOM uH}opMauuu, XpaHsmeidcs B NaMATH
aneKTpoHHOTO uaeHTHHUKatop «Guardant IDy», mpemocrtaBisieTcsi TOJBKO B
ciydae COBHNAJEHUsS 3HadyeHHs mnpeabsBieHHoro PIN-koma mnosb3oBaTens u

sTanoHHoro 3Hadenus PIN-koa mosp3oBaTes.

IMAK «Guardant ID» v. 2 3amaeT MUHUMaJIbHYI0 W MakcUMalbHyIO JuuHYy PIN-
konma B mpenenax ot 1 go 31 OGaiita. Ilpu mcnons3oBanuu B kadectBe PIN-koma
cUMBOJIbHBIX CTpoK B PIN-kome mnomnepkuBaroTCss TmedaTHbIe (CTaHIAPTHBIC)
cumBoJIbl ASCII ¢ komom cumBoiia ot 33 ("BockiumarenbHbii 3Hak") g0 126 ("~"),
T.€. CUMBOJIbI JJATUHUIIBI HWKHETO M BEPXHETO PETHCTPOB, ACCATUYHBbIE HUQPHI, a
TaKkK€ CHUMBOJIBI, HE TpHHAMISXKAIME K andaBUTHO-IUGPOBOMY HAOOPY
(cnenicumBogiel). Ilpu 3TOM 3amaeTcss MuHUManbHas clokHOcTh PIN-koma ¢
ompe/eNiieMbIMH TPeOOBaHUSIMH K COYETaHHUIO OyKB BEPXHETO U HHUXKHETO
peructpa, mudp U crenuaabHbIX cuMBOJIOB. (MA®D.4 B dacTh yCTaHOBJICHUS

XapaKTEePUCTHUK MapoJIs).

B TIAK «Guardant ID» V. 2 YCTaHOBJICHO OrpaHMYECHHEC KOJHYECCTBA
MOCJIeI0BATEIbHBIX HEYCICIIHBIX MOMBITOK BBoja PIN-koaa mosb3oBarens u/uim
PIN-xoma amMuHHCTpatopa u  oOecriedeHO OJOKMpPOBAaHHUE  AJIEKTPOHHOTO
unentudukaropa «Guardant ID» mnpu OpPEBBIIEHHH [OJb30BATEICM  HIIH

AIMUHUCTPATOPOM OTI'PAHUYCHUA KOJIMYUCCTBA HCYCIICIIHBIX ITOIBITOK BBOJA PIN-

8 Vkazannast ayTeHTH()MKAIMOHHAs MH(POPMAIWs, KOTOPOH BIIaJeeT MONb30BaTeNlb WM aIMHHUCTPATOp HH-
(hOpMAIIMOHHON CHCTEMBI, HCIIOIB3YETCS TPU peaIn3aliid MHOTO(aKTOPHOH ayTeHTH(HUKAIINH B MH()OPMAITOHHON
cucreMe (obecrieunBaeTcst (PaKTOp «BIAJICHUS).

9 PIN-ko1 monb30Batens MPUMEHSETCS IS MOATBEPHKIEHUS (haKTa TOTO, YTO HCTOb3yeMas B IPOLECCE
ayTeHTH(UKAIMN ayTeHTU(QHUKAMOHHAS WHOPMAIWs, NMPHHAUICKNAT IOJIH30BATENI0 WM aJAMUHHACTPATOPY HH-
(hopMaIOHHON CHCTEMBI, KOTOPBIH 001agaeT 3Toil nHdpopmarmen (GpakTop «3HAHU»).
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1.2.4.

kona (YIIJ.6 B yacTu orpaHMuYeHUs] KOJUYECTBA HEYCHEIIHBIX MOMBITOK BXOJa B

MH(POPMAIIMOHHYIO CUCTEMY).

IMTAK «Guardant ID» v. 2 o0ecrieurBaeT yrpaBJIeHUE JTOCTYIIOM IOJIb30BaTeNICH U
aJIMUHUCTPATOPOB MH(GOPMAIMOHHON CHCTEMBI, a TAKXe NMPOTPaMMHBIX CPEJICTB
MHPOPMAIIMOHHON CHCTEMBl K ayTeHTH(HKAIMOHHOH HWH(POpMAIMKU B TaMSTH
aneKTpoHHOro uaeHTugukaropa «Guardant ID» u cpencrBam ympasnenus [TAK
«Guardant ID» v. 2 Ha OCHOBE CHEIHaIbHBIX HA00pPOB cHUMBOJIOB - PIN-koma
nonp3oBarenss U PIN-xkoma ammuuuctpatopa (mepa 3amutel YIIJ[.2 B yactu

peain3alyy yrnpapieHHUs J0CTYIIOM Ha OCHOBE pOJiei).
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2. OyHKIIMU aIMUHUCTpATOpa CPeICTBA

IMAK «Guardant ID» v. 2 TpeOyet npeassiinenue PIN-kona AaMuHHCTpaTOpa B CIEIYIO-

LUX CIyYasx:

n3MeHenue ceoero PIN-xona;

M3MEHEHHE apaMeTpOB Oe30MaCHOCTH HACHTU(UKATOPA;
M3MEHEHHUE TTapaMeTpoB 0€30I1aCHOCTH OJIOKA MaMSITH;
O0KHpOBKa/pa30IOKUPOBKA OJI0KA MTAMSITH;
dhopmaTupoBanue 0J0Ka TAMATH;

(bopmaTHpoBaHue 3IEKTPOHHOTO HaeHTUHKaTopa «Guardant IDy.

IMAK «Guardant ID» v. 2 npoBepsieT COOTBETCTBHE 3HauCHHUs TMpenbsBieHHOro PIN-koma

aJMUHUCTPATOPa YCTAHOBJIEHHOMY 3TalOHHOMY 3HadueHHio PIN-koxa agmunuctparopa. Beimos-

HCHUC BBIMICTICPCUYUCIICHHBIX onepaunﬁ AIMUHHUCTPATOpPA MOXKET OBITH OCYIICCTBJICHO TOJIBKO B

cJ1ydya€ COBIAJACHUSA 3HAUYCHUS MPEABABICHHOIO PIN-KOJIa AIMUHHUCTpATOpa U 3TAaJIOHHOTO 3Ha-

yenust PIN-koma anmunuctparopa.

OYHKIMU CPEeCTBA, JOCTYITHBIE POJI aIMUHUCTPATOPA:

n3MeHenue ceoero PIN-koza;

yTeHue oOmeld WH(QOpMaUu OTHOCHUTEIBHO AJIEKTPOHHOTO HJEHTU(]HKATOpA

«Guardant ID» u3 cucTeMHOM 00JIaCTH TAMSITH.

W3MEHEHHE MapaMeTpoB 0e30MacHOCTH uaeHTu(dukaropa (MeTpuku kauectBa PIN-
KOJIOB,  KOJMYEeCTBO  MombITOK  BBoAa  PIN-koma, Bpemst — OJOKHpPOBKH

uaeHTudukaTopa);

M3MEHEHHUE apaMeTpoB 0€30IaCHOCTH OJIOKA MaMSTH («TOJBKO YTCHHEY);
O10KHpOBKa/pa30IIOKUPOBKA OJ0KA [TAMSTH,

dhopmaTupoBaHue OJ0Ka AMSATH;

(dbopmatupoBanue uaeHTuUKaTopa.
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3. IIpreMKa MocTaBJIE€HHOTO CPEICTBA

[Tpu npuemke [TAK «Guardant ID» v. 2 ocyIIecTBIISIOTCS CIEAYIOIIUE TCHCTBHSL:

1. IlpoBepka  KOMIUIEKTHOCTH  TIOCTaBKMU B cooTBeTcTBHM ¢  Dopmyssipom
AKC®.501490.030 30;

2. TlpoBepka cootBercTBusi KOoHTposibHOM cymmbl CIIO ITAK «Guardant ID» v. 2,
npuseaeHHoi B @opmynsipe AKCD.501490.030 30 1 KOHTPOJIBHON CYMMBI 3TaJIOHHOTO
CIIO ITAK «Guardant ID» v. 2, yka3aHHOW Ha caiiTax mpeANpUsTHIA-U3rOTOBUTEICH —

www.guardant.ru m www.gquardnt.ru;

3. Moxknrouenne ycrpoiictBa «Guardant ID» v. 2 k cmory USB CBT. Ilocie
MOAKIIIOUEHHUSI Ha 3JIEKTPOHHOM HJCHTHU(PHUKATOPE JOKEH BKIIOUUTHCS CBETOAUOM —
ato mpu3Hak Toro, uro IIAK «Guardant ID» v. 2 wucmpaBeH M TpPUTOJNEH K

skcruTyaTarmu,

10 TTAK «Guardant ID» v. 2:
- mpexacrasisier coboit USB yerpoiictBo, paboTa ¢ KOTOPBIM B Cpe/ie ONEpalMOHHBIX CHCTEM CeMEHCTBa
Windows u LinuX ocymecTBiseTcs oCpeIcTBOM CTaHAApTHEIX APaiBEPOB OMEPAIMOHHOM CHCTEMBI;
- TOJDKEH TTOJKITI0YaThCS K CPEICTBAM BBIYHCIUTENEHON TEXHUKH, UIMEIOIINM B CBOEM COCTaBE KOHTPOJLIEP
USB, noxnepsxuBaronuii padboty ycrpoiicts o uatepdeiicy USB cranmapra 1.1 u HOBee, a Takxe CBO-
6onub1it USB moprt.
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4. YcTaHOBKA M HaCTpOMKa CpeCcTBa

4.1. VYcraHoBKa cpeacTBa

[lepen HauanoM ycTaHOBKHM HEOOXOJMMO BHUMATEIBbHO O3HAKOMUTBLCS C IKCIUIyaTal-
OHHOM JOKyMeHTanuei Ha uzzenue, B kotopoMm [TAK «Guardant ID» v. 2 Oyaer npuMeHSThCS B
KadyecTBe WICHTU(HUKATOpa aIMUHUCTPATOPA U MOJIH30BaTeNeH (B YaCTH Kacaloulercs 1moaIepx-

KM 3JICKTPOHHBIX HIeHTUHKaTopoB «Guardant ID» v. 2).

B OC cemeiictea Windows yctpoiictBo «Guardant ID» v.2 paGoTaeT 1mo HpOTOKOIY
WinUsb u He TpeOyeT ycTaHOBKH MPOTIPUETAPHBIX APaiBEPOB, BCS paboTa OCYIIECTBISCTCS Ye-
pe3 mratHeli apaiiBep WinUsb, Bxosimuii ¢ cocraB onepannonusix cucteM Windows 7 u BbI-
me. B OC cemeiictBa Linux ycrpoiictBo «Guardant ID» v.2 paboraer 4epe3 mratHbiii USB-

JpaiiBep ONEpaMOHHON CUCTEMBI.

JI71s1 KOPPEKTHOTO pacro3HaBaHUS ONEPAIMOHHON CHCTEMON HEOOXOIUMO MIACHTU(DUIIN-

pOBaTh YCTPOMCTBO.
B omeparronsbix cucremax cemerictBa WiNndows asist 3Toro npeaHa3HaueHbl:
— (aiin koudurypamnuu ycranosku - grdid_dev.inf;
— (aiin karanora - grdid_dev_mnf_winusb.cat.

st upenTudUKaAIMU yCTpoKcTBa HeoOxoauMo B Jlucneryepe yCTpOMCTB HAUTH YCTPOUA-

crBo «Guardant ID» u 06HOBHTS JpaiiBep, yKa3aB Ha MaIKy ¢ BBIIICYKa3aHHBIMU (aiaMH.
B oneparnmoHHbIX cHcTeMax ceMericTBa LiNUX it 3THX Hesel CiryKaT:
— (aiin mpasmi - 95-grdid.rules;
— (aiin ckpurra - install.sh.

Jlis uneHTUGUKAUMU YCTPOWCTBA HEOOXOAMMO MpPEIBAPUTENILHO 3allyCTUTh CKPUIT

yCTaHOBKH IpaB mosib3oBaTens install.sh.

JInst TOBBIIEHHUST CTAOMIBHOCTH COBMECTHOTO (DYHKIIMOHMPOBAHHMS AIICKTPOHHBIX HJICH-
tuduraropos «Guardant ID» v.2 u C3U Secret Net LSP 1.11 u HOBee peKOMEHIYETCSI CKOITUPO-
BaTh BcroMoraTelbHblil koMmnoHeHT libgrdidapi.so B mamky /lib64 omepaniMOHHOW CHUCTEMBI U

nepe3arpy3nuTb KOMIIBIOTED.

VYkazaHHble (ailsibl 1 BCIOMOTATENIbHBIA KOMIIOHEHT JOCTYITHBI [l CKAYMBAaHUS Ha Caii-
te paspaborurka [TAK «Guardant ID» v. 2 mo cceuike https://guardnt.ru/gid2.html?3 u/unu mo-

I'YT MOCTaBJIATHCS B COCTaBE CTOPOHHEr0 MPOrPaMMHOIO OOECIHEUYCHUs, MO IEPKUBAIOIIETO
ITAK «Guardant ID» v. 2.
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4.2. Hacrpoiika mapaMeTpoB 0e30MacHOCTH CPEICTBA

Hacrpoiika mapameTpoB 06€301aCHOCTH BBINOJIHSACTCA Yepe3 MHTepdeiic u3aenus, B KOTo-
pom ITAK «Guardant ID» v. 2 mpuMeHsIeTCsS B KauecTBe HACHTH(PHKATOPA aJMHHUCTPATOpA U
[10JIb30BATEIEN.

BeinosiHenne Hactpoiiku mapamerpoB Oe3omacHoctu [TAK «Guardant ID» v. 2 moxer
OBITh OCYILECTBJIEHO TOJBKO AJMHUHHUCTPATOPOM MpPHU COBIAJACHUM 3HAYCHUS IPEIBSIBICHHOTO
PIN-kona anMuHucTparopa u 3TagoHHoro 31adenus PIN-konqa anmMuHucTpaTtopa.

IMTAK «Guardant ID» v. 2 noctaBnsieTcsi ¢ MpeaycTaHOBICHHBIM 3HaueHueM PIN-kona an-
MUHHUCTpATOpa 10 ymosrdanuto» = ‘87654321°. Jlns oGecrieueHusi O€30MaCHON AKCILTyaTalluy
I[MTAK «Guardant ID» v. 2 Ha 00bekTax uHpOpMaTH3AKUU, 00padaTHIBAIOIIMX HH(GOPMAIIHIO

OTPaHUYCHHOI'O0 JOCTYIIA, HCO6XOHI/IMO HN3MCHUTH PIN-KOI[ «I10 YMOJIYaHHIO» IMOCJIC MHUIIUAJIN-

3aruu (popMaTUPOBAHUS) U3ICTIUS;

JI1s1 HaCTPOMKM TOCTYITHBI CIIEAYIOLINE TapaMeTpPhl:

— mapameTpsl ciokHOoCTH PIN-koza;

— MaKCHMaJbHOE KOJMYECTBO MOMBITOK BBOJA HenpaBwibHOTO PIN-ko1a;

— wMuanMainsHas pinHa PIN-xona;

— BpeMs ONOKMPOBKH HiaeHTH(UKaTopa ! (Ipu IOCTHXKEHMH 3HA4YeHHs Iapamerpa

«MaKCUMaJIbHOE KOJMYECTBO TMOMBITOK BBOJA HeMpaBmiIbHOTO PIN-K012»).

3Ha4YeHHs TapaMeTpoB 0e30MacHOCTH mprBeneHb! B Tabmmma 3.

Tabnuma 3 — 3HaueHust mapameTpoB 0€30MacHOCTH

HaumenoBanue napa-
MeTpa

3HaveHus mapamMeTpoB 0e30macHOCTH

JdonmycTumblie

PexoMeH10BaHHbIE

ITo ymosyaHu10

ITapameTpsl COXKHOCTH

Ucnons3oBaTth X0Ts1 OBl 1:

Hcnons3oBath X0T1st OBl 1:

PIN-koma - mudpy; - madpy: Ha;
- CTPOYHYIO OYKBY; - crpouHyto OykBy: Ja;
- 3aTTIaBHYIO OYKBY; - 3arnaBHyto OykBYy: [a;

- CIIeI[HaJIbHBII CHMBOJI.

- CIIenuaIbHBIN cUMBOI. [la.

IIpy qaHHBIX 3HAYCHHIX
cnoxHoctH andaBut PIN-
KoJa cocTaBUT He MeHee 70
CHUMBOJIOB.

He ycTaHoBieHbl

Makcumanbroe konuue- | Ot 1 mo 10 Or3 no4 4
CTBO HOIMBITOK BBOJIA

HenpaBuibHOro PIN-

KoJa

Jmaa PIN-koma®?, Gaiit | Ot 1 mo 31 He menee 8 8
Bpewms 01oxkupoBku Ot 15 o 60 Ot 15 o 60 15

naeHTudukaTopa, MUH

11 O6parHblii 0TCYET BpeMeHHU OJIOKMPOBKY UAEHTU(HHUKATOPA OCYILECTBIIAETCA TOILKO B TOT IEPHOJ BPEMEHH,
Kor/1a 3a0J0KUPOBaHHBIN HIeHTH()HUKATOP MOAKIIOUEH K paboratoiiemy USB-mopTy kommbioTepa.

12 Kon ogroro cumsona ASCII OIIpeJIeNsIeTCS OAHUM OalTOM, TIO3TOMY IPH MCIOIh30BaHUH B KadecTBe PIN-
KOJIa CHMBOIBHBIX CTpoK B KomupoBke ASCII cipaBemnmBo yrBepxkaenue, uro mmHa PIN-koma MokeT cocTaBisTh

or 1 o 31 cumBoIa.
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5. TpeboBaHus MO IKCILTyaTallMU CPEACTBA

s obecrieuenus OezomacHoi skciutyaranuu [TAK «Guardant ID» v. 2 Ha 00beKTax HH-

dbopmaruzanuu, o0padaThBAOIUX MHPOPMAIUIO OTPAHUYCHHOTO JIOCTYMA, HEOOXOIMMO BBI-

MIOJIHEHUE CIIEAYIOUIUX TPeOOBAaHUN U OTpaHUYCHUN:

IMTAK «Guardant ID» v. 2» MOXeET NPUMEHATHCS B KayeCTBE HACHTH(PHKATOPA
aIMUHUCTpPATOpa W TMOJIb30BATENCH W3/ENHH, COBMECTHMOCTh C KOTOPBIMHU
NOJTBEepKACHA mpeanpustueM-pazpadorunkom [TAK «Guardant ID» v. 2».
Wudopmarus o coBmectumbix ¢ [TAK «Guardant ID» v. 2» uzaenusix pazmeniaercs

Ha caiitax Www.guardnt.ru u www.guardant.ru. TIpy HEBO3MOXHOCTH MyOIMKAIIUH

nHQOPMAIIMA O COBMECTUMOM H3JICIMH B OTKPBITOM JOCTYIIE OHA MOXET OBITh
MIpPeI0CTaBJIEHA 3aMHTEPECOBAHHOM CTOPOHE T10 3aIpocy.

IMAK «Guardant ID» v. 2» MoxeT (YHKIMOHHUPOBATh B CPEIC OINEPAI[HOHHBIX
cuctem, BIOS (6a30Boii cuctembl BBOJ1a-BbIBO/IA), MPOTPaMM HavyadbHOU 3arpys3Ku, U
JIPYTUX TPOTPAMMHBIX CPEJICTB, IOICPKUBAOIINX CICIH(PUKAIINIO MPOTOKOJIA
obmena manapiMu USB 1.1 u HOBeE.

IMAK «Guardant ID» v. 2 m0JDKeH MOAKIIOYATHECSA K CPEJACTBAM BBIUHCIATEILHON
TEXHUKH, UMEIOIINM B CBOeM cocTaBe koHTpoiep USB, momnepkuBaroniuii padboTy
ycrpoiictB o uHTepdeiicy USB cranmapra 1.1 u HOBee, a Takke cBoboausiii USB
MOPT.

HaJlu4uue aJMHUHHUCTpaTOopa OE30MacHOCTH, OTBEYAIOIIETO 32  MPaBUJIbHYIO
skcruryaranuio I[TAK «Guardant ID» v. 2;

obecrieueHre (PU3NYECKON COXPAHHOCTH CPEJCTB BBIYMCIUTENBHON TEXHUKH C
ycranoBieHHbIM [TAK «Guardant ID» v. 2 1 UCKIIIOYCHHE BO3MOYKHOCTH JOCTYIaA K
HUM HOCTOPOHHUX JIMII;

obs3arenpHas cmMeHa PIN-koga «mmo yMoI4aHUIO» 3IEKTPOHHBIX HACHTU(UKATOPOB
MOCJIe MX HHULIHATU3AUH ((OpMaTUPOBAHUSA);

coxpaHeHue B cekpere uaeHtudukaropon, PIN-kog0B 1 maposielt aAMMHHUCTPATOPOB
u moins3oBarencii I[TAK «Guardant ID» v. 2, mepuoandeckas cmeHa PIN-komoB u
mapoJieu;

MPOBEJICHUE TEPUOAMYECKON TPOBEPKHM HA HAIWYHE AaKTYaJIbHBIX YS3BUMOCTEH
(memocratkoB) B cpeae (ynkumonupoBanus I[IAK «Guardant ID» v. 2 ¢
WCIOJIb30BAaHHEM CPEJICTB aHAlIM3a 3al[UIICHHOCTH (HE peXke OJHOTO pa3a B MECHIl);
OTCYTCTBHE CpeAcTB pa3pabotku u oTianku 1O B cpene dynkumonupoBanus [TAK

«Guardant ID» v. 2;
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— TPOBEJCHHUE MEPUOMUYECKOi poBepkH cpeabl ¢pyHkuuonuposanus [TAK «Guardant
ID» v. 2 na nanuuue BpegonocHoro 10 (He pexxe oqHOTO pasza B MecsI).

Jlns Bcex KOMIOHEHTOB cpenbl GyHKimoHupoBanus [TAK «Guardant ID» v. 2 gomkHbBI
OBbITh YCTaHOBJICHBI BCE aKTyaJbHbIC OOHOBIICHHS TPOrPAMMHOTO O0ECIIEYECHHUS, @ TAK)KE BBITOJ-
HEHBI PEKOMEH/IAINH pa3pabOTYMKOB 10 6€30MacCHOMY KOH(PHUTYPHPOBAHHIO, THOO MPUHSTHI Me-
PBI 110 3a1muTe HH(GOPMaLUU, HEUTPAIU3YIOIINE YSI3BUMOCTH.

[epen sxcmuyararuei [TAK «Guardant ID» v. 2 He00X01MMO BHUMATEILHO 03HAKOMHTh-
Csl C coJIepKaHKeM SKCIUTyaTannoHHON nokymenTaruu Ha [TAK «Guardant ID» v. 2 u u3nenus,
COBMECTHO C KOTOpbIMHU Tutanupyercst mpuMensth [TAK «Guardant IDy» v. 2.

BHUMAHMUE!

Yrpara PIN-koaxa agMuHHCTpPaTOpa NPUBOAUT K HEBO3MOKHOCTH BBINOJHEHUS C
JICKTPOHHBIM HACHTH(PHUKATOPOM oOmepanuii, TpeOyIMX NPeAbABICHUS YKA3aHHOIO

PIN-konaa.
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